
BEFORE YOU GO:
•  Every device should have a PIN. Consider 

changing PIN numbers you regularly use 
before leaving.

•  Don’t post your airline or train ticket 
on social media. You may be excited to 
go, but the codes on the ticket provide 
personal information (not just train or flight 
information) that can be ripped off easily.

•  Make sure security patches, antivirus 
software, and OS systems are up-to-date.

•  Don’t broadcast your travel. For 
vacations, it may make your home 
more vulnerable. For business, 
acquaintances may be able to glean 
“insider information” based on your travel 
schedule. Make sure your apps aren’t 
broadcasting your destination for you.

•  Back up your information, either locally 
or to the cloud (or both).

•  Activate remote wipe capabilities to erase 
your devices in case they’re lost or stolen.

•  Turn off screen notifications for 
smartphones and tablets.

OUT AND ABOUT:
• Be cautious of public Wi-Fi. Free Wi-Fi 

access is fantastic, but it is particularly 
vulnerable to security issues. Avoid 
unencrypted Wi-Fi (including your hotel). 
If you have to use it, avoid accessing 
personal accounts or sensitive data. 

Consider using a personal VPN (virtual 
private network) to safeguard information 
transmitted through the internet.

• Keep Bluetooth disabled. Hackers can 
get to your device through this link. If you 
don’t need it, turn it off. Disable AirDrop 
too, if you use Apple devices.

• Free “charging stations” aren’t free. 
They’re also ways to hack into your 
smart device — it’s called “juice jacking.” 
Carry a battery or backup power source 
with you.

• Stop auto-connecting. This also puts 
your device at risk.

• Examine that ATM. Card skimmers are 
on the rise. If you have an ATM with two 
terminals, compare them — do they look 
different? e.g., one has a light and the 
other does not. If so, walk away.

CONSIDER:
• Getting a hot spot for secure Wi-Fi access.
• Getting an RFID shield for your credit 

cards. While magnetic strips are still 
a larger security risk, scanning RFID 
information is a real threat that can be 
minimized by using appropriate containers. 

• Using a privacy screen on your laptop or 
tablet. No one else should be able to see 
your work. Plus, only you should be able 
to watch your movie!  
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BEFORE YOU GO:
• Minimize sensitive data on your devices. 

This includes work information, personal 
information, and account information.

• Figure out travel restrictions on laptops. 
Laptops with lithium batteries must be 
in carry-on luggage. (This is a good idea 
anyway; laptops in checked bags tend to 
get stolen.)  Briefly in 2017, laptops were 
banned on flights to the U.S. from certain 
foreign locations. The ban was lifted, but 
with rapidly changing threats, however, 
it’s better to “know before you go.”

• Let your friends, family, and co-workers 
know your travel plans, and make 
sure someone has a copy of all travel 
documents (credit cards, passport, 
airline tickets, etc.).

• Check out current security threats 
and surveillance activities in your 
destination country. The Department of 
State has the latest information: https://
travel.state.gov/content/travel.html.

OUT AND ABOUT:
• Go local. International networks 

are sometimes not as robust as the 
U.S., and SMS applications often fall 
short. Consider using an app (like 
WhatsApp) for texting and calls. Ask 
a hotel employee, concierge, or even 
a taxi driver what they recommend. 
Bonus: Many of these apps have better 
encryption than standard calls or SMS.

• If it’s suspicious, delete it. All 
suspicious communications should be 
deleted, even if you think you know the 

source. Many have links to get you to 
connect to fake sites or networks.

 CONSIDER:
• Planning how to respond to a Border 

Patrol request to unlock your phone.  
Officers are allowed to ask users for 
assistance in unlocking a device  
through both a passcode or a thumb 
print but cannot force people to do so.  
If you refuse, however, they can seize 
your device and copy the data. You 
should also consider notifying  
officers if your device contains any 
confidential information, including 
information protected by the attorney-
client privilege. 

• Getting Global Entry. While not a 
guarantee, being listed as a “known 
traveler” may make you less likely 
to have your possessions and data 
searched at borders.

• Taking a “burner phone” or blank laptop 
with only a VPN or Citrix connection. 
You can’t hack what’s not there.

• Wiping devices before going through 
customs, then restoring from the cloud 
once you’re at your destination.

• Changing passwords when you get 
home, particularly if you’ve been 
connecting to public Wi-Fi.

• Keeping your device in airplane mode. 
Some countries monitor all data 
transmitted through their networks, 
leaving your information at risk. If you 
don’t send it, they can’t steal it.
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